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Authentication
Authorisation
Tenant onboarding

Data partitioning &
tenant isolation




Authentication




Password security & encryption

Device tracking

Emails & SMS Federation

Multiple

Users & groups e
applications

management

Amazon Cognito

Custom claims & claims augmentation



§ AWS Management Console X +

— 8 ap-southeast-2.console.aws.amazon.com/console/home?region=ap-southeast-2#

Services ~ Resource Groups + * i Sydney ¥  Support ¥

AWS Management Console

AWS services Access resources on the go
R
Find Services e Access the Management Console using the
You can enter names, keywords or acronyms. Q@ AWS Console Mobile App. Learn more [
Q
¥ Recently visited services Explore AWS
Cognito IAM
AWS IQ
@ EC2 @ DynamoDB
Connect with AWS Certified third-party experts for on-
AWS Organizations demand consultations and project help. Get started [4
» All services Amazon SageMaker Studio
The first visual integrated development environment
for machine learning. Learn more [4]
Build a solution
Get started with simple wizards and automated workflows. AWS Security Hub .
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Icon made by Freepik from www.flaticon.com

public class FoodController : Controller

0 references
public IActionResult Index()

{

return View();

}

[Authorize(Roles = "CatOwners")]
0 references
public TActionResult CatFood()

{
' return View();

}

[Authorize(Roles = "DogOwners™)]

0 references
public TIActionResult DogFood()

{
' return View();

}




I'E_I User Pools - Amazon Cognito x

< &

ser Pools | Federated

PetShop

I General settings

Users and groups
Attributes

Paolicies

MFA and verifications
Advanced security
Message customizations
Tags

Devices

App clients

Triggers

Analytics

I App integration

App client settings

Domain name

Ul customization

Resource servers
I Federation

Identity providers

Attribute mapping

@ reedback (@ English (US)

+

Resource Groups -~

*

& ap-southeast-2.console.aws.amazon.com/cognito/users/?region=ap-southeast-2#/pool/ap-southeast-2_UTI8YTF3a/users?_k=80m2k

Users Groups

Create user

Import users

Username Enabled
Enabled

Enabled

Account status

JA dev-user

User name Sl Search for value...

Email verified Phone number verified

CONFIRMED true false

CONFIRMED true false

Updated
Dec 18, 2019 6:16:58 AM

Dec 18, 2019 6:09:25 AM

Created

Dec 18, 20719 6:16:30 AM

Dec 18, 2019 6:08:08 AM

Sydney ~

Privacy Policy

Support -

Terms of Use



Tenant onboarding




Custom attributes

. . . . . ~ The black box
First time registration: tenant-id E
lf $
3
Tenant database Billing & subscription
system
@ Purchase a subscription: tier

Amazon Cognito



f2] User Pools - Amazon Cognito X 4+

& (& # ap-southeast-2.console.aws.amazon.com/cognito/users/?region=ap-southeast-2#/pool/ap-southeast-2_U7I8YTF3a/attributes? k=256tsx

L ¥ Also allow sign in with preferred username (a username that your users can change)
Message customizations

Tag%: (_) Email address or phone number - Users can use an email address or phone number as their "username” to sign up and sign in.
Devuce.s () Allow email addresses
App clients () Allow phone numbers
Triggers () Allow both email addresses and phone numbers (users can choose one)
Analytics
B opimegration Which standard attributes are required?

App client settings )
. These attributes were selected when the pool was created and cannot be changed.
Domain name

Ul customization

Required Attribute Required Attribute
BEsC ke Seivee L] address [] nickname
I Federation ] birthdate phone number
Identity providers v email (] picture
Attribute mapping O family name [] preferred username
O gender [] profile
O given name [] zoneinfo
O locale [] updated at
O middle name [] website
O name

Do you want to add custom attributes?

Enter the name and select the type and settings for custom attributes.

Add custom attribute




Tenant isolation and data partitioning



Approach to multitenancy

Share nothing Share some

Tenant 1 infrastructure

Tenant 1 Tenant 2
DB DB

.~ . o

3 e &

Share all

Tenant 1 & 2
data in DB

c






Share all permission mechanism

James: tenant111
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{ GoldTierPolicyTemplate.json
"51d": "AllowSpeciticlenantAndller ™,
"Effect": "Allow",

"Action": [
"dynamodb:DescribeTable"”,

"dynamodb:GetItem",
" dy namodb:BatchGetItem"” Overview | Hems @ Metrics = Alarms = Capacity @ Indexes @ Global Tables = Backups | Contributor Insights
* >

lervice sts, ClaimsPrincipal claims)

Animals

"dynamodb:Query",

"dynamodb :PutItem”, Createitem  JLLEELER

"dynamodb:UpdateItem”, Scan: [Table] Animals: Animalld A
"dynamodb:Deleteltem”,
n dynamodb . BatchWr‘iteItem" ca [Table] Animals: Animalld
S—— ' . s © Add filter
b MyPetApp.Config 1,
4 MyPetApp.Security "Resource™: [ Start search
b Dependencies "###table-arn###"
4 @] PolicyTemplates ] Animalld €
IT GoldTierPelicyTemplate.json ’
[+ ) | P d| n = = n
&7 SilverTierPolicyTemplatejson Condition™: { tenantiti-catt
£T TestPolicyTemplate,json "ForAllValues:StringlLike": { tenant111-cat2
P o [TenantSecurity.cs "dynamodb:LeadingKeys": [ tenant1 11 a3
P2 MembershipTier.cs . tenant111-cat3
n _ *II
pooc* Tenantﬂecurit_',.r.cs ###tenant ld### tenant111-catd 7 Himalayan
b & MyPetApp.Web ]

}, tenant117 5 12 S Blue
"ForAllValues:StringEquals”: { '
"dynamodb:Attributes™: [
"AnimalId"”,

Age 3 Dachshund
"Breed"
" n ’ Labrador
Image”,
"Name" 05 8 Yorkshire Terrier
}s

"StringEqualsIfExists": {

dynamodb:Select"”: "SPECIFIC_ATTRIBUTES sult.Credentials;



| - MyPetApp.Web X -+
= C 8 localhost:44379/Animal/Search/AnimalSearch Q % Z© e
MyPetApp_Web Home Food ¥ Animal Search Manage Claims Test Hello mary! ¥ Logout
Animal Id Search

Found no animals




Column level securit

Animals Close

Overview items Metrics Alarms Capacity Indexes Global Tables Backups Contributor Insights

Create item Actions -

Scan: [Table] Animals: Animalld A

[Table] Animals: Animalld A

© Add filter

Start search

Animalld € Breed : MName
tenant111-catl 3 Birman enan /dog1-111.jpg Shanthi
tenant111-cat2 6 Persian |PQ Smokey
tenant111-cat3 - British Shorthair ng Patch
tenant111-cat4 Himalayan tenant444/catd-444 jpg Lilly

tenant111-cat5 12 Russian Blue tenant111/cat5-555pg Oscar

tenant111-cat6 1 Bengal Missy

French Bulldog enant222/dog1-111.jpg Barbes
German Shepherd enan 00 ipg Charlie
Dachshund enan /dog ipg Milo
Labrador enant222/dog4-444.jpg Toby

Yorkshire Terrier enan Molly

Gold tier policy

"ForAllValues:StringEquals”: {
"dynamodb:Attributes”: [
"AnimalId"”,
"Age”,
"Breed”,
"Image",
"Name"
]

}s
"StringEqualsIfExists": {

"dynamodb:Select”: "SPECIFIC_ATTRIBUTES"

Silver tier policy

"ForAllValues:StringEquals": {
"dynamodb:Attributes”: [
"AnimalId",
"Age",
"Image",
"Name™
]

s
"StringEqualsIfExists": {

"dynamodb:Select": "SPECIFIC ATTRIBUTES"



dynamodb:DescribeTable |

Identity providers:
Amazon
Facebook

Google

SAML (E.g. ADFS)

Open Id connect

m

DynamoDB

dynamodb:DescribeTable

User

Dynamodb:Getltem

Amazon Cognito



Data partitioning using presigned URLS



AmazonS3 > my-pet-app

my-pet-app
|
Overview Properties
Code
Q. Type a prefix and press Enter to search. .
Create a presigned
—
Amazon S3 Bucket
my-pet-app
Name =
& tenant111
& tenant222
IAmazonS3 s3 = AmazonS3Client(stsCredentails, Amazon.RegionEndpoint.APSoutheast2);

imageUrl;é3.GeneratePPeSignedURL(”my-pet—app", imagePath, DateTime.Now.AddMinutes(5), )3



B 53 Management Console x . DynamoDB - AWS Console x | +
“ g} 8 s3.console.aws.amazon.com/s3/buckets/my-pet-app/?region=ap-southeast-28tab=overview (O e o @9 - :
aWS Services ~ Resource Groups ~ * Ja Global ~  Support ~

AmazonS3 > my-pet-app

my-pet-app

Q. Type a prefix and press Enter to search. Press ESC to clear

Viewing 1to 2
[ | Namew Last modified = Size » Storage class »
[] B tenantl11 _ " B
[ ] B tenant222 - B B

Viewing 1 to 2
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What did we learn?

Authentication
Authorisation
Tenant onboarding

Data partitioning and tenant isolation
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