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Challenges facing many online businesses

Lack of visibility

Small teams

Global threats



Online threats…
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Who is…



Way back in the beginning…



in numbers…

352
degrees

1,872
subjects

428,108
students since 1993
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Humble beginnings



Humble beginnings



From private to public
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On-premesis

FirewallServers Internet



Amazon Web Services

VPC

EC2 Instances

NACLs

Internet

Elastic Load 
BalancingSecurity 

Groups
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Third party Web Application Firewall (WAF)
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3rd party 
WAF

Replatform and move to AWS WAF
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AWS 
WAF

Gaining insights
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Autoscaling
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AWS 
WAF

Learning to walk
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AWS 
WAF

Implementing GateKeeper
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AWS 
WAF

Resource starvation continues
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AWS 
WAF

Enter ‘Rate Limiting’!
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AWS 
WAF

Distributed resource starving
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Traffic during the attack
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DevSecOps

Sec
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Being safe behind walls
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Being safe behind walls
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Being safe behind walls
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Working with a small team? 

OUA Team

AWS Shield Advanced

DDoS Response Team
partner network

PrioritiseAutomation



Lessons Learned

Things change quickly

There’s no one tool

Start early with security and scalability



What next?

Iterate

Automate

Implement AWS WAF

AWS Lambda

bit.ly/SEC05-WAF

bit.ly/SEC05-Lambda



Thank you!

© 2020, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Sam Annis-Brown

ansamual@amazon.com 


