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Amazon Inspector Z 1}

Amazon Inspector - Findings

Inspector findings are potential security issues discovered during Inspector's assessment of the specified application. Learn more.

Add/Edit attnbutes = . 3
T Viewing 1-10 of 24
(] Severity - Application Assessment Rule package Finding
) » |High © Customer Processing Comprehensive-Assessment Authentication Best Practices Instance i-aac4cd6f is config
) » High & Customer Processing Comprehensive-Assessment Common Vulnerabilities and Ex. .. Instance i-aac4cdef is vulne
] » High ©& Customer Processing Comprehensive-Assessment Authentication Best Practices No password complexity me
] » Informational € Customer Processing Comprehensive-Assessment Operating System Security Best. .. No potential security issues
) » Informational € Customer Processing Comprehensive-Assessment Network Security Best Practices No potential security issues
aws intel)
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Finding for application - Customer Processing

Application name Customer Processing

Assessment name Comprehensive-Assessment

Rule package Authentication Best Practices

Finding Instance i-aac4c46f is configured to allow users to log in with root credentials
over SSH. This increases the likelihood of a successful brute-force attack.

Severity High @

Description This rule helps determine whether the 55H daemon is configured to permit
logging in to your EC2 instance as root.

Recommendation It is recommended that you configure your EC2 instance to prevent
root logins over SSH. Instead, log in as a non-root user and use sudo to escalate.
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